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GitHub Actions
Built-in CI/CD
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What are GitHub Actions?
GitHub Actions sind Workflows und Schritte einfach nur Code in einem Repository, 
Dieser Code kann wie jeder andere Code erstellt, geteilt, wiederverwenden und geforkt.
Zur Laufzeit werden Container ausgeführt.

https://twitter.com/lothar_schulz
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Open Source
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github.com/sdras/awesome-actions#community-resources

https://twitter.com/lothar_schulz
https://github.com/sdras/awesome-actions#community-resources
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Open Source Projects using GitHub actions 
(incomplete list)

• https://github.com/gatsbyjs/gatsby/tree/master/.github/workflows
• https://github.com/hakimel/reveal.js/blob/master/.github/workflows/js.yml
• https://github.com/twbs/bootstrap/blob/master/.github/workflows/test.yml
• https://github.com/microsoft/vscode/tree/master/.github/workflows
• https://github.com/facebook/create-react-app/tree/master/.github/workflows
• https://github.com/hakimel/reveal.js/blob/master/.github/workflows/js.yml
• https://github.com/babel/babel/tree/master/.github/workflows
• https://github.com/nodejs/node/tree/master/.github/workflows
• https://github.com/microsoft/TypeScript/tree/master/.github/workflows
• https://github.com/kubernetes/utils/tree/master/.github/workflows
• https://github.com/jonico/programmatic-runner-test/blob/master/.github/workflows/blank.yml
• https://github.com/corona-warn-app/cwa-testresult-server/tree/master/.github/workflows
• https://github.com/corona-warn-app/cwa-verification-portal/tree/master/.github/workflows
• https://github.com/corona-warn-app/cwa-testresult-server/tree/master/.github/workflows
• https://github.com/OWASP/owasp-masvs/tree/master/.github/workflows

https://twitter.com/lothar_schulz
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Actions Internal Marketplace

Actions Internal Marketplace 
blog post

Actions Marketplace repository

https://twitter.com/lothar_schulz
https://devopsjournal.io/blog/2021/10/14/GitHub-Actions-Internal-Marketplace
https://devopsjournal.io/blog/2021/10/14/GitHub-Actions-Internal-Marketplace
https://github.com/rajbos/actions-marketplace
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github.com/simonw/simonw/

More github profile readmes based on github actions:
https://github.com/abhisheknaiidu/awesome-github-profile-re
adme#github-actions-

https://twitter.com/lothar_schulz
https://github.com/simonw/simonw/
https://github.com/simonw/simonw/
https://github.com/abhisheknaiidu/awesome-github-profile-readme#github-actions-
https://github.com/abhisheknaiidu/awesome-github-profile-readme#github-actions-
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Beispiele

https://twitter.com/lothar_schulz


Open Source CI/CD Components for GitHub Actions
Java User Group Hessen 2021 10 28

@lothar_schulz

Jobs

Jobs können gleichzeitig und 
parallel laufen oder abhängig vom 
Status eines vorherigen Auftrags 
nacheinander ausgeführt werden.

  build-and-dockerhub-push-if-linux:
    needs: [benchmark, test]

https://twitter.com/lothar_schulz
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Matrix

   strategy:
      fail-fast: false
      matrix:
        os: [macOS-10.14, 
ubuntu-18.04]
        goos: [linux, darwin]
        exclude:
          - os: macOS-10.14
            goos: linux
          - os: ubuntu-18.04
            goos: darwin
    runs-on: ${{ matrix.os }}

https://twitter.com/lothar_schulz
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Fail fast / slow

   strategy:
      fail-fast: false
      matrix:
        os: [macOS-10.14, 
ubuntu-18.04]
        goos: [linux, darwin]
        exclude:
          - os: macOS-10.14
            goos: linux
          - os: ubuntu-18.04
            goos: darwin
    runs-on: ${{ matrix.os }}

https://twitter.com/lothar_schulz
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Excludes

   strategy:
      fail-fast: false
      matrix:
        os: [macOS-10.14, 
ubuntu-18.04]
        goos: [linux, darwin]
        exclude:
          - os: macOS-10.14
            goos: linux
          - os: ubuntu-18.04
            goos: darwin
    runs-on: ${{ matrix.os }}

       exclude:
          - os: macOS-10.14
            goos: linux
          - os: ubuntu-18.04
            goos: darwin

        

https://twitter.com/lothar_schulz
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Includes

   strategy:
      fail-fast: false
      matrix:
        os: [macOS-10.14, 
ubuntu-18.04]
        goos: [linux, darwin]
        exclude:
          - os: macOS-10.14
            goos: linux
          - os: ubuntu-18.04
            goos: darwin
    runs-on: ${{ matrix.os }}

       exclude:
          - os: macOS-10.14
            goos: linux
          - os: ubuntu-18.04
            goos: darwin

        include:
          - os: macOS-10.14
            goos: darwin
          - os: ubuntu-18.04
            goos: linux

!

https://twitter.com/lothar_schulz
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Matrix
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Matrix
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Conditionals (if/else)

      if: matrix.os == 'ubuntu-20.04'
      env:
        DOCKER_USERNAME: ${{ secrets.DOCKER_USERNAME }}
        DOCKER_PASSWORD: ${{ secrets.DOCKER_PASSWORD }}
      run: |
        d=$(date +%Y-%m-%d)
        tag=$d-${{ matrix.os }}-${{ github.sha }}
        docker build -t lotharschulz/hello-github-actions:$tag .
        echo ${DOCKER_PASSWORD} | docker login -u ${DOCKER_USERNAME} --password-stdin
        docker push lotharschulz/hello-github-actions:$tag

                       https://github.com/lotharschulz/hello-github-actions/blob/main/.github/workflows/cicd.yml#L148-L158

https://twitter.com/lothar_schulz
https://github.com/lotharschulz/hello-github-actions/blob/main/.github/workflows/cicd.yml#L148-L158
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Baue nur den Code zum “Check” der nötig ist
task testMatrix {
    project.afterEvaluate {
        def checkTasks = subprojects.collect {
            it.tasks.findByName("check")
        }.findAll { it != null }
        dependsOn(checkTasks)
        doLast {
            def checkTaskPaths = checkTasks
                .collect { it.path }
            println(JsonOutput.toJson(checkTaskPaths))
        }
    }
}

faster parallel github builds

https://github.com/testcontainers/testcontainers-java/blob/master/gradle/ci-support.gradle#L4-L18

https://twitter.com/lothar_schulz
https://rnorth.org/faster-parallel-github-builds/
https://github.com/testcontainers/testcontainers-java/blob/master/gradle/ci-support.gradle#L4-L18
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Baue nur den Code zum “Check” der nötig ist

          TASKS=$(./gradlew --no-daemon --parallel -q testMatrix)

          echo $TASKS

          echo "::set-output name=matrix::{\"gradle_args\":$TASKS}"

https://github.com/testcontainers/testcontainers-java/blob/master/gradle/ci-support.gradle#L4-L18

faster parallel github builds

https://twitter.com/lothar_schulz
https://github.com/testcontainers/testcontainers-java/blob/master/gradle/ci-support.gradle#L4-L18
https://rnorth.org/faster-parallel-github-builds/
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Erfahrungen
  test:
    runs-on: ubuntu-18.04
    steps:
    - uses: actions/checkout@v1
    - uses: actions/setup-java@v1
      with:
        java-version: 11
    - uses: eskatos/gradle-command-action@v1
      with:
        arguments: test
    - name: test the code

https://twitter.com/lothar_schulz
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Erfahrungen
  test:
    runs-on: ubuntu-18.04
    steps:
    - uses: actions/checkout@v1
    - uses: actions/setup-java@v1
      with:
        java-version: 11
    - uses: eskatos/gradle-command-action@v1
      with:
        arguments: test
#    - name: test the code

https://twitter.com/lothar_schulz
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...

  run: echo ${{ github.event.issue.title }}

...

  env:

    TITLE: ${{ github.event.issue.title }}

  run: echo "$TITLE"

...

Sicherheit

https://securitylab.github.com/research/github-actions-untrusted-input/

https://blog.ryotak.me/post/github-actions-supplychain/

https://twitter.com/lothar_schulz
https://securitylab.github.com/research/github-actions-untrusted-input/
https://blog.ryotak.me/post/github-actions-supplychain/
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Code

https://twitter.com/lothar_schulz
https://github.com/lotharschulz/hello-github-actions
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Self Hosted & Awesome Runners

https://github.com/jonico/awesome-runners
lotharschulz.info/2019/12/09/github-action-self-hosted-runners-on-aws-incl-spot-instances

https://twitter.com/lothar_schulz
https://github.com/jonico/awesome-runners
https://www.lotharschulz.info/2019/12/09/github-action-self-hosted-runners-on-aws-incl-spot-instances/
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Issue Ops

https://github.com/jonico/auto-scaling-github-runners-ec2-issueops

https://github.com/jonico/auto-scaling-github-runners-kubernetes-issueops

https://twitter.com/lothar_schulz
https://github.com/jonico/auto-scaling-github-runners-ec2-issueops
https://github.com/jonico/auto-scaling-github-runners-kubernetes-issueops
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Core concepts

Encrypted secrets

Reusing workflows & composite actions

Weiterführende Informationen

https://twitter.com/lothar_schulz
https://help.github.com/en/actions/automating-your-workflow-with-github-actions/core-concepts-for-github-actions
https://help.github.com/en/actions/automating-your-workflow-with-github-actions/creating-and-using-encrypted-secrets
https://docs.github.com/en/actions/learn-github-actions/reusing-workflows
https://docs.github.com/en/actions/creating-actions/creating-a-composite-action
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Weiterführende Informationen

Laufzeit Contexts 

Triggered by own events

Package manager and gh docker registry integrated

https://twitter.com/lothar_schulz
https://help.github.com/en/articles/contexts-and-expression-syntax-for-github-actions#contexts
https://github.blog/2019-08-08-github-actions-now-supports-ci-cd/#automate-workflows-on-any-event-even-your-own
https://github.blog/2019-08-08-github-actions-now-supports-ci-cd/#build-on-an-integrated-package-and-container-registry
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There is more

Run github actions locally

Organization Workflows

first-issue-greeter &  github-workflow-sync

https://twitter.com/lothar_schulz
https://github.com/nektos/act
https://github.com/SvanBoxel/organization-workflows
https://github.com/marketplace/actions/first-issue-greeter
https://github.com/marketplace/actions/github-workflow-sync
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Migrating from GitLab CI/CD to 
GitHub Actions

GitLab CI/CD <-> GitHub Actions

Migration from GitHub Actions 
to GitLab CI/CD

Alternatives

https://twitter.com/lothar_schulz
https://docs.github.com/en/actions/migrating-to-github-actions/migrating-from-gitlab-cicd-to-github-actions
https://docs.github.com/en/actions/migrating-to-github-actions/migrating-from-gitlab-cicd-to-github-actions
https://docs.github.com/en/actions/migrating-to-github-actions/migrating-from-gitlab-cicd-to-github-actions
https://gitlab.com/gitlab-org/gitlab/-/issues/228937
https://gitlab.com/gitlab-org/gitlab/-/issues/228937
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